ORANGE COUNTY BOARD OF SUPERVISORS
\WORKSESSION
GORDON BUILDING, ORANGE, VIRGINIA
BoARD MEETING Room
TUESDAY, JANUARY 12, 2016 —4:00 P.M.

4:00 P.M.
1. Call to Order

2. Worksession
a. Information Technology Gap Analysis & Strategic Plan: Larry Clement, IT Manager, and
Stephanie Straub, Financial Management Specialist
b. Public Safety Communications Network Project: R. Bryan David, County Administrator

3. Adjourn




ORANGE COUNTY, VIRGINIA

FINANCE DIVISION

MAILING ADDRESS:
PO Box 111
ORANGE, VA 22960

STEPHANIE STRAUB
FINANCIAL MANAGEMENT SPECIALIST

sstraub@orangecountyva.gov
PHONE: (540) 661-5407
Fax:  (540)672-0900

PHYSICAL ADDRESS:
112 WEST MAIN STREET
ORANGE, VA 22960

MEMORANDUM

TO: Orange County Board of Supervisors
THROUGH: R. Bryan David, County Administrator//

FROM: Stephanie Straub, Financial Management Specialist,é’téZé
Larry Clement, IT Manager

DATE: January 5, 2016

SUBJECT: Information Technology Gap Analysis & Strategic Plan Review

Last year the Board of Supervisors approved project C1107 (IT Strategic Plan Consultation) in
the FY16 CIP. Staff engaged Morton Consulting in early September 2015 to conduct an
Information Technology Strategic Plan review and GAP analysis of the current IT infrastructure,
staffing, and capital project implementation plans.

Attached, please find the Orange County IT Infrastructure Gap Analysis and Strategic Plan
prepared by Morton Consulting. Findings of note include: staffing level analysis, integration of
library information technology, fiber connectivity, and a proposed timeline of potential CIP
projects.

Eric Neidermeyer, of Morton Consulting, will be present to provide an overview of the analysis
and answer any questions.

Recommended Action:

For the Board of Supervisors’ information. No action needed.

Attachment as noted.





January 4, 2016

Prepared by:

Eric Neidermeyer

Phone: (804)-307-8766

Email: ENeidermeyer@net-prez.com

WELCOME TO

ORANGE

COUNTY

County of Orange, Virginia
IT Infrastructure Analysis
and Strategic Plan





BACKGROUND:

This document was developed by Morton Consulting for Orange County and provides the Gap
Analysis and Strategic Plan as requested by the County Administrator, Finance Department, and IT
Services Department.

Morton Consulting has been setting the bar in IT Excellence for the Past 20 Years. Morton
Consulting recognizes the common disconnect between honest IT solutions and the services that are
consistent gaps within most businesses and organizations. As a direct result of that understanding,
Morton quickly developed into Richmond’s premier IT recruitment / consultancy to provide
guidance and IT solutions. From large scale IT projects to contract staffing needs, Morton
Consulting has established a strong reputation in providing IT Solutions, IT Governance, Program
Management and Process Improvement to their clients.

The founding principles of Morton are honesty, professionalism and respect. The Morton
Consulting team understands that client’s look to us for reliable IT solutions and strategy. This
means that we must provide an uncompromising commitment to excellence for every project we
undertake. This project was no different and our consultants reviewed Orange County’s
environment, the current strategy, and the project budgets, and developed the Gap Analysis and
Strategy in the sections below. Morton strongly believes that those strategies below that will move
Orange County forward and set the stage for more reliable and flexible IT.

1.0 Assessment and Data Gathering Logistics

The main objective of this engagement was to provide an assessment and review of projects for
Fiscal Years 2016 and 2017, determine if the current strategy aligns with operational and capital
projects planned, and develop a five (5) year IT strategy to focus on future capital and operational
improvements.

The first task was to meet with Larry Clement (IT Manager) and Andrew Hackey (IT Engineer) to
kick-start the data gathering phase of the project. Both were able to provide important information,
documentation, IT diagrams, spreadsheets, hardware and software lists, IT standard operating
procedures, and other system IT assessment information to review.

The second task was to interview key users and department heads, in the critical departments,
including but not limited to the ones listed below in Figure 1.0, and gather information on how
these departments utilize the IT infrastructure, systems, applications, data, and information to
perform their day-to-day duties. Interviews were scheduled and conducted; data was collected,
noted, formulated, reviewed and analyzed. That data was used to develop the Gap Analysis and
Strategic Plan.
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Name Date Time Department / Title
Nikki Tidey 22-Sep 8:00am - 8:45pm E911
Alyson Simpson 22-Sep 9:30am - 10:15am Administration
Glenda Bradley 22-Sep 10:45am - 11:30am Finance
Renee Pope 22-Sep 1:30pm - 2:15pm Commissioner’s Office
Chief Deputy Treasurer’s
Dawn Watson (together) 22-Sep 2:45pm -3:30pm Office
Phyllis Yancey (together) 22-Sep 2:45pm - 3:30pm Treasury Office
Katie Hill 23-Sep 9:30am - 10:15am Library
Aaron Caine 23-Sep 10:45am - 11:30am Public Works
Josh Frederick 23-Sep 1:30pm - 2:15pm Planning
Nathan Mort 23-Sep 2:45pm - 3:30pm EMS
Mike LaCasse 23-Sep 4:00pm - 4:45pm Sheriff’s Office

FIGURE 1.0: Interview Schedule
Time spent with the department heads and key users to discuss their use of IT to perform their job
duties for Orange County. The interview process is performed to collect information, discuss “pain
points”, and to formulate a user opinion of IT requirements that assist in the development of the IT
Gap Analysis and Strategic Plan. Information was collected, documented, and analyzed using a
standard set of questions. Morton Consulting focused on how users access data and information to
perform day-to-day duties and what systems users consider critical to job responsibilities.

Morton Consulting also performed site visits to each of the facilities below:

1) The Gordon Building Data Center and 911 Center / IT Architecture,

2) The Planning Building to examine IT Architecture and Wiring,

3) The Public Works Building, wiring closet, fiber and other IT Architecture,
4) The Library and Social Services,

5) The Courthouse / IT Architecture and wiring,

6) TEAC/ School Administration, data center room and wiring,

7) The Sherriff’s Office dispatch center, data room and wiring,

8) The Orange County Airport, data room and wiring,

9) The Town of Orange microwave and wireless access points (e.g., standpipe).

The site visits were conducted to visually analyze the IT Architecture and the wiring components as
well as discuss the Wide Area Networking (WAN) Architecture utilized by Orange County.

Additionally, Morton Consulting researched the applications used by Orange County and
associated vendors that provide those applications. Morton Consulting conducted discussions with
some of the vendors to gain a general understanding of hosted applications and extended IT support
outside of the Orange County badged IT employees. Morton Consulting examined typical staffing
levels at other governmental organization and counties as well as assessed the Capital Improvement
(CIP) budgets for the approved projects. Morton Consulting also reviewed common “best of
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breed” strategies against the current IT Architecture to see what advanced solutions could be
considered at Orange County. These strategies were compared with the current architecture to
determine possible upgrades and enhancements for products, services, and architecture that could
benefit Orange County.

Additionally, a thorough review of current procedures, policies, and plans were conducted
including:
1) Wide Area Network architectural drawings from ANS,
2) Capital Improvement Plan that have fiscal year County and IT budgets past years, and
future years through 2017,
3) Information on current projects planned for each fiscal year,
4) 2013 Disaster Recovery Plan,
5) 2011 Emergency Operations Plan,
6) IT Standard Operating Procedures authored by the IT staff,
7) Physical and Virtual Servers,
8) Review Current or Existing Strategic and Operational Plans or Requirements
Documents,
9) Review IT Infrastructure Artifacts, Drawings and Documentation,
10) Review IT Infrastructure Artifacts, Drawings and Documentation,
11) Review Technologies used by Orange County,
12) Review Work Flows performed by Orange County,
13) Review Applications / Systems used by Orange County.

Using the gathered information, Morton Consulting developed the Gap Analysis below, and used
those deficiencies to develop the IT Strategic Plan.

2.0 Gap Analysis / Strategic Plan Outline

The objective of the Gap Analysis is to document the deficiencies in the IT Strategy and
Architecture that was uncovered during the discovery and assessment phase. The Gap Analysis and
the deficiencies in the IT Architecture lay the ground work for the 3-5 year IT Strategy.

2.1 Gaps in the Information Technology Architecture and Support Structure

2.1.1 The User to IT employee ratio for supporting the county’s IT requirements is severely
deficient. Currently, only the IT Manager and IT Technician comprise the IT Department.
To properly support the IT needs of an organization, privately and publically traded
companies typically run approximately 50:1 - User to IT Employee ratio. Government
organizations typically run 60:1 - User to IT Employee ratio.

There are approximately 190 users and only two (2) IT support employees. The
incorporation of the Social Services Department adds approximately 25-30 additional
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2.13

employees to support. With only two (2) current IT support employees, those ratios will
increase to approximately 110 employees: per IT support person, widening the gap and
increasing the support ratio even higher.

Additionally, there are users in other Orange County departments that conduct IT support in
their respective organizations which creates a distributed IT Support Model. Allowing
users to conduct IT support and make decisions on IT strategy for their respective
organizations adds to the deficiency in the support model, reduces cohesiveness and
standardization, and makes it more difficult to provide consistent service levels. A semi-
autonomous IT support model leads to duplication of effort in supporting IT across Orange
County departments, higher costs, and disparate technology across the organizations; thus,
making it more difficult to support and integrate.

Capital budgets for providing IT is typically 3% - 3.5% of total revenue in Government
organizations and 4% - 6% of total gross revenue of privately and publically held
companies.! Orange County’s capital budget for IT is 1.04% for Capital Improvements in
2016 and 1.70% for Capital Improvements in 2017, leaving the IT Department with limited
funds to maintain the IT Architecture.

The Wide Area Network (WAN) implemented by Orange County is wireless and very
vulnerable to disruption. The WAN architecture can be damaged, due to a “wind event”
and other outside tampering. The WAN is a point-to-point architecture between buildings
and departments, and has very limited ground fiber that runs through conduit. Some of
those point-to-point connections, travel long distances to provide connectivity for the users.
The current wireless WAN architecture is used to support both data- and
telecommunications, which includes access to critical applications and data used day-to-day
to support Orange County. In addition, Orange County has a single ingress and egress point
for Internet Connectivity through TEAC. The connection to TEAC is also wireless is a
single point of failure between Orange County and the Internet.

Most county organizations have moved to an “in ground” fiber and conduit configuration to
service their WAN. Fiber connectivity is much more reliable and a consistent means to
provide connectivity between departments, organizations, and physical sites, and
connectivity to other Software as a Service (SAS) applications provided by the state and
other agencies. Fiber is less vulnerable to environmental disruptions, sabotage and weather
related disruptions. Fiber provides speeds can be increased or decreased much easier and
has a greater capacity to handle larger WAN speeds than wireless, and is easier to allocate
the “right” bandwidth for applications, telecom, and data communications.

! http://structurepoint.com/it/structurepoint-it-spending.pdf (also as researched by Gartner Group)
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2.1.4 The Orange County IT Architecture for both the x86 VMWare environment and the AS400

environment have no “off-site” backup strategy or full remote location / replication strategy.
In the event of a site disaster that requires full recovery, there are no other options to
recover than the tape back-up locally kept on site. The MUNIS vendor has a solution where
it replicates the MUNIS data and database structure to its’ hosting facility, but this
methodology of recovery has never been tested by the IT Department.

In a typical environment, a tape backup or remote replication facility is implemented; so in
the event of a disaster, an “off-site” backup can be retrieved or the replication site can be
used to recover critical systems and data. There are many strategies to provide safe and
reliable recovery and will be discussed in the strategy below.

There are currently two (2) disparate tape backup strategies, due to the fact that not all
departments have been migrated from the legacy AS400 architecture. Consolidation of the
backup solution as a strategy should also be considered when investigating Backup,
Recovery and Archiving (BURA) solutions.

The 911 Center is located in the basement of the Gordon Building and should be relocated.
One of the more critical services that Orange County provides is below grade level and is
susceptible to flooding. Understanding that Orange County may not be in a “flood plain”;
a separate event causing flooding from a water-main break, a broken sprinkler, or a severe
weather related event, where water will seek its own level, would have disastrous effects to
the equipment for providing all 911 service and support. The fact that this essential
equipment is co-located in the basement floor of the Gordon Building makes it susceptible
to that type of flooding.

There is very limited power capacity for the 911 Center in the Gordon Building, and that
department finds it very difficult to add additional equipment to its power source. The
power source is not connected to an enterprise un-interruptible power supply (UPS), does
not have a conditioned power source, and is supported by an outdated generator for
emergency power.

Additionally, there is duplicated architecture, and duplication of IT, telecommunications
and radio service at both the 911 Emergency Response Center and the Sherriff’s office.
Having these services separated also increases costs, by duplicating equipment, licenses,
hardware and software. Co-location as a strategy should be considered and is discussed
below.

2.1.6 Assessment of the physical architecture and wiring of the facilities revealed a lot of old

wiring and non-configured patch panels and cable management. Some of the wiring closets,
standard 19 inch racks, punch down blocks, and stand-alone networked cabinets were in
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order but most were in desperate need of re-organization, labeling, configuration using
standard wire management and other organized methods to manage the wiring closets and
associated equipment. The cleanest, most organized wiring configuration and patch-
managed IT Architecture was at its newest facility (i.e., airport).

The overall IT Architecture is very distributed, which makes it difficult to support and
maintain any consistent service levels. Orange County should consider a new facility to
collocate the IT Infrastructure. Most organizations have moved to a centrally located facility
or data center in order to co-locate the IT equipment in an environmentally protected,
dedicated data center space. A central location will allow Orange County to better support
the IT Architecture, clean up the “spaghetti wiring”, and potentially gain economies of scale
and reduce costs of co-located services (i.e., 911 and Sherriff Dispatch in a collocated
emergency response configuration).

2.2 Other Gaps in your IT Architecture Include

2.2.1 Single Points of Failure in the IT Architecture:
a. AS400 for legacy applications and data (no redundancy),
b. WAN-microwave Point to Point architecture (no redundancy or “ring” technology),
¢. No true Disaster Recovery or Business Continuity architecture (i.e., SRM for,
VMWare, backup to disk (B2D) — that is replicated off site).

2.2.2 Every building, entity, operation or department is dependent upon TEAC for Internet
(with the exception of the Library).

2.2.3 No true monitoring or measurement tool to properly measure the IT Architecture (e.g.,
Tivoli, SolarWinds).

3.0 IT Strategy and Recommendations

The strategy section will focus on the recommendations to address the deficiencies discussed in the
Gap Analysis above.

3.1 Staffing: First and foremost, Orange County must address the staffing levels in the IT
Department. Currently only the IT Manager and the IT Technician are dedicated to support
the entire county government’s IT needs. As stated earlier, some “power-users” in Orange
County perform IT duties. To maintain a consistent focus on IT needs and departmental
requirements, Orange County should consolidate IT responsibilities solely with the IT
Department and mandate that all IT related projects, IT decisions, IT support, and
implementations be centralized and maintained by the IT Department. A consolidation
strategy reduces costs by eliminating duplication of effort, keeps IT Strategy consistently
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throughout all of Orange County, and facilitates economies of scale when it comes to
purchasing equipment, license agreements, and other cost saving measures.

When considering increasing staffing levels for IT and incorporating staff augmentation the
County should consider the following:

a. Orange County utilizes VMWare and Virtualization for its Server Infrastructure
needs. When increasing staffing levels, the individuals considered should have
VMWare experience or certifications and a Microsoft / Networking background.
Orange County should continue the virtualization strategy using VMWare for
providing virtual servers, applications and systems. A virtualization strategy
decreases the cost of hardware and software, is easier to support, and increases
performance, reliability and IT Architecture resiliency.

b. After achieving proper staffing levels and / or staff augmentation through service
providers or employing consultants, Morton Consulting recommends creating areas
of specialization in the IT group. Those three (3) areas of expertise include:

i. VMWare Specialization and Support
ii. Microsoft Specialization and Support
iii. Networking and Operations Specialization and Support / IT Operations.

c. Training — proper training and certifications should be obtained and maintained to
facilitate best practices when implementing VMWare strategies, LAN and WAN
networking strategies, and other general IT support.

3.2 Datacenter: Orange County should construct and / or build a consolidated data center.
Currently, as stated in the Gap Analysis, IT Architecture is distributed across Orange
County. In addition, the IT Architecture resiliency is inadequate for true reliability
requirements. If Orange County is already considering building a Campus Environment for
its Emergency Response organizations, it should also consider building a centralized data
center at that time to co-locate the IT Architecture. There are many benefits to building a
centralized data center. One example, would be to collocate and share “like” technologies
and infrastructure as it pertains to 911, Emergency Response, and County Sherriff’s
dispatch. Currently these technologies are not shared and are duplicated.

Co-locating IT into a central data center will increase support and provide a solid platform,
proper environmental controls and increased reliability. The current wiring issues can be
cleaned up and organized, and the proper power provision can be addressed with un-
interruptible power (UPS) and updated power generators. Consolidating the IT
infrastructure can be organized making it easier to support and troubleshoot, as well as
duplicate for disaster recovery and business continuity needs.
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Creating a central data center facility and co-locating the IT Infrastructure will make it
easier to implement and share “like” technologies / functionality, increase standardization;
thus making it cheaper for IT to support Orange County applications and systems.

Co-locating the emergency response functions of Orange County would fix the issue of 911
Center located in the basement below grade and would eliminate the possibility of flooding
and cleanup the wiring and current power issues in the 911 Center.

3.3 Fiber Connectivity: Another strategy that should be considered in conjunction with
centrally hosting the IT Architecture is to provide multiple points of access via LAN / WAN
(ground fiber and conduit) versus the current microwave and wireless access points between
sites. Orange County currently has one (1) egress and ingress point for Internet
communications (through TEAC). The Library, however, has its own Internet connection
and fiber in the ground connecting its sites. First and foremost the priority for Orange
County should be to get fiber and conduit in the ground to provide for more reliable
connectivity between Orange County facilities. In the interim, Orange County should try to
take advantage of the Libraries’ connectivity and determine if “dual homing” the Internet
connectivity through two (2) disparate connections is feasible. This would provide Orange
County entities with a redundant link to the Internet for critical systems and services.

Orange County is becoming more and more dependent on its internet connectivity as a
direct result of implementing Office 365 and access to state and other externally hosted
systems. Orange County’s current Disaster Recovery Plan (DRP) for MUNIS is through the
internet. In the event of a local disaster where the MUNIS system could not be accessed
internally, MUNIS is replicated to the vendor site and the service provider has built in
redundancy to the application and data via the Internet that would keep Orange County up
and running. Given those system access requirements, Internet connectivity will become
more and more important as DR and BC strategies are utilized for access to systems and
data hosted outside of Orange County.

Since Orange County is using Office 365 as its suite software and for Exchange, having
dual homed Internet that is reliable and redundant will become more and more important.
Redundant Internet connectivity provides the option for an IT Strategy migration to Cloud
Based applications. Hosting systems and applications can reduce costs as well as facilitate
remote replication strategies, and provide a solid solution for remote backup, recovery and
archiving.

3.4 AS400: Orange County should remediate the AS400 fully and make it a priority to get
completely off of the AS400 for its IT needs. The assessment uncovered that there are still a
few organizations in Orange County that utilize the AS400 for access to systems and data.
Maintenance has already been dropped on the AS400 because of the extensive cost
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associated with maintaining the operating system, hardware upgrades, and platform support.
There is also no “internal” support or expertise to maintain the AS400 in house.

Another concern with the AS400 platform is the limited BURA capability where a legacy
tape drive is used to backup the systems and data. The assessment revealed that the AS400
tapes are not taken off site. In the event of a fire, or some other building disaster, Orange
County would not be able to recover systems that are on the AS400 in an effective manner.
All in all, if something should happen to the AS400 hardware or software components on
that platform, (due to the maintenance being dropped), Orange County would have a
difficult time recovering the failed systems.

Unlike the AS400 platform, MUNIS (x86 platform) is replicated off site and the service
provider (as mentioned above) can switch Orange County’s access to a hosted service with
all application configuration and data intact. Most of the organizations and departments
have been migrated to the x86 platform and MUNIS. A complete system migration to
MUNIS by all departments / organization is highly recommended, along with a full system
deprecation of AS400.

3.5 Network Monitoring: Currently, most of the monitoring and measurement of the LAN /
WAN is done manually or through native functions that co-exist with the operating systems
used to support Orange County. There is no architecture-wide monitoring and measuring
tool in use by the IT department to monitor the performance and reliability of the LAN /
WAN.

A true LAN / WAN monitoring and measurement tool needs to be investigated to measure
network component uptime; including: servers, switches, local bandwidth, wide-area
communications, and Internet connectivity. The tool can be used by the IT Department to
proactively monitor and measure the IT Architecture and pin point issues with this tool and
incorporate “real time” notification of when a problem exists.

Monitoring and measurement tools assist IT support in early wamning of issues and can be
used to proactively troubleshoot and fix issues in the IT Architecture as well as monitor
situations that are damaging to the network. A tool can be used to plan upgrades and point
to IT strategy where issues need to be address as a result of break / fix and bottlenecks in the
IT Architecture. Ultimately, having a monitoring and measurement tool can save money in
the long run by addressing potentially damaging network issues. When strategizing how to
best apply technology for more efficient and effective IT solutions, a monitoring and
measurement tool can direct resources and effort to address an IT deficiency. And as a
direct result, plan better allocation of IT budget and resources where it is most needed in the
IT Architecture.
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4.0 Specific Strategies for IT

4.1 Consolidate the Library IT Architecture and centralize IT support. Currently the
Library’s IT needs are managed in a distributed architecture. The environmental controls for
cooling and power are not adequate for the Library’s IT rack, equipment and hardware, and
the components are neither secured nor protected. Also the Server and IT Architecture
consists of physical servers and hardware platforms that are difficult to maintain. Some of
the basic IT support functions are duplicated (i.e., BURA) and are not managed by the IT
Department.

Of utmost importance, the Library’s physical hardware and IT components such as Domain
Controllers should be rolled into the overall Orange County IT strategy for centralized
support and service. The physical hardware should be P2V’d (converted from physical to
virtual servers) and managed by the existing VMWare platform that Larry Clement has
implemented for the rest of Orange County. This strategy has proven great benefits not
only to supporting the IT Architecture but also saving countless dollars over time by
eliminating and pushing out future hardware purchases.

The Library IT domain and domain controller requirements should be migrated and
consolidated. The Orange County domain names and components should be supported by
Orange County IT, under a single domain and virtualized by the current replicated domain
controllers. This is similar to what Larry Clement has already implemented in the Gordon
building on the second floor.

This strategy will consolidate IT support and security monitoring of the Library IT
Architecture and:

eliminate the cost for future hardware upgrades,

eliminate the duplicate domain controllers,

eliminate the need for an IT rack and the Library can reallocate the space,
eliminate the cooling and environmental issues in that space,

clean up the wiring, and

increase the support for the Libraries IT needs.

VVVVYVYVY

4.2 Backups for the Library. Currently the Library IT physically backups up the systems and
data, in a rotation of tapes, and transports them off site. It is recommended that once the
Library IT support function is consolidated into the IT Department, the Library’s
responsibility for backups should be absorbed into a revised IT strategy for backing up all
of Orange County’s systems and data.
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As a direct result of the consolidation, and eliminating the duplication of effort for securing
the systems and data, the IT department will be better equipped to restore the Library
system and data in the event of system downtime or loss of data.

As mentioned above, Orange County’s overall BURA strategies need to be reworked and
addressed to provide a better off-site strategy, in addition to better performance and
reliability and built into a DR / BC plan. Once the procedure, operations, and routine
backup strategies are addressed, it should be relatively simple to accommodate the Library’s
backup and recovery needs.

4.3 Public Works Ticket Tracking System. Similar to the IT requirements for “help desk”
ticketing system, there is a need for a Public Works tracking system. Currently there is no
system that tracks the task orders that come into Public Works (i.e., Tasks for the IT
Support group, as it pertains to wiring). Public Works could use something similar to what
is used in IT (Spiceworks) to track IT requests and trouble tickets.

4.4 Virtual Desktop Interface (VDI) — Currently the IT Department have done a good job
standardizing on PC hardware and associated software for providing desktops and laptops to
Orange County users. However, they are using an outdated technology called “clone-zilla”
to mirror the images on the desktops that go out to the users. Virtual Desktop Interface does
a similar function that Larry has implemented for servers using VMWare. Orange County
should investigate the use of VDI in building out, standardizing the user interface for
workstations. VDI’s other advantages include increased security and quicker, more efficient
recovery from a failed workstation. All in all, VDI also extends the life of the workstation
and can be used to offset desktop and laptop replacement strategies that are costly.

5.0 Three (3) — Five (5) Year Strategic Project Plan

Below, please find a chart detailing the proposed project implementation schedule which
coordinates with the above mentioned strategic plan.
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Projects Requiring no Money Fiscal Year| - Cost
Library Consolidation 2017 Staff Time
E911 Consolidation 2019 Staff Time

[Existing CIP Projects Fiscal Year Cost
Network Storage-C1079 2017 $ 50,000.00
OCSO server replacement - 2018 $ 25,000.00
E911 Server replacement- 2019 $ 50,000.00
County Server Replaceme- 2020 $ 100,000.00
Co-Located Server Site- 2021 $ 50,000.00

New Projects e Fiscal Year| @ Cost
Network Monitoring 2018-2021 TBD
Public Works ticketing system 2018 $ 10,000.00
Secondary Internet Link 2018-2021 | $ 19,200/ yr
Fiber to TEAC 2019 $ 78,000.00
Library VDI 2020 $ 50,000.00
County wide VDI 2021 $ 200,000.00

6.0 Conclusion

Orange County has a dedicated and committed IT staff that support a myriad of IT functions
throughout the county. However, the IT staff is severely understaffed and under budgeted thus
creating a distributed model of IT support. The overall strategy should increase IT staffing levels
and fund the above mentioned strategy to consolidate the IT support functions. Once the new
support structure is in place, Orange County should continue to consolidate the IT Architecture.
Starting with the physical space creating a data center.

Along with some of the point-strategies listed above, to increase the performance and reliability of
network communications and IT Architecture, Morton Consulting strongly believes that Orange
County can benefit from a long-term physical and logical, consolidated IT strategy. If applied with
the same dedication and expertise that the staff have implemented in the past, Orange County can
realize the true benefit of a solid, sound, and supported IT Architecture in a consolidated
environment.
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Appendix A: Statement of Work

Information Technology Assessment

» Review Current Infrastructure against Current 2016-2017 Requirements and
Operational Projects Currently Scheduled for Orange County Government.

> Review and Discuss new technology projects and improvements to include but not
limited to:

=  End User Supported Hardware and Software

Computer, Laptop, Printer, Workstation, etc.

Local and Hosted Suite Applications

User Support and Management

Directory and Component Support and Management
Hardware and Software Standards

= Information and Data/ Applications
e Data Base Platforms and Technologies
Backup Recovery and Archiving
Disaster Recovery and Business Continuity
Host Based Replication and Technology
Storage and SAN Based Replication and Technology
Block and File Based Replication and Technology
Application Data Specific Replication and Technology

= System and Application Platforms and Resiliency

In house developed and COTS applications currently in place
System and Application Failover and Uptime Requirements
Synchronous and Asynchronous Replication of applications
Replication or Physical and Virtual Environments and applications
Real-Time Replication Paradigms for HW and SW Solutions
supporting the applications

= Server, Data Center, Local and Wide-Area Networking

e Server Platforms Physical and Virtual

e LAN/WAN networking internal and applied across departments.

e Tele and Data Communications, Telephony HW and SW, and
Multimedia, Video Conferencing, Desktop Conferencing and
Collaboration

e Data Center Architecture, Environmental Controls, Facilities
Management, Security and Control

= Backup, Recovery and Archiving
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Backup Policies, Architecture and Methodologies
Retention Policies, Architecture and Methodologies
Archival Policies, Architecture and Methodologies
Deletion Policies, Architecture and Methodologies

Infrastructure Performance and Reliability Management
e Hardware Resiliency Architecture and Measures
e Software Resiliency Architecture and Measures

Facility and Operations (hard and soft solution based provisioning)
e Hosted DR / BC Methodologies
e On Demand DR / BC Methodologies
e Remote and Temporary DR / BC Methodologies

» Other areas of focus (for review if so desired)

Employee and Resource Planning, Testing and Implementation

Data Center Planning, Testing and Implementation

Vendor Planning, Testing and Implementation

Facility Planning, Testing and Implementation

Facility Physical and Technological Security

Outsourcing, Cloud Computing, 3rd Party Solutions, Vendor Management

1. IT Infrastructure Assessment

a. Planning, Meetings, Interviews and Data Collection.

1.

1i.

IT Staff - One (1) week with IT Staff, Interviews, Artifact Collection and
Development; to support the assessment.

Department Heads and “power users” One (1) week to cover the remote
offices where required; Interviews, discovery, evaluation and follow-up.

b. Analysis, Additional Discovery and Research — One (1) week to review, analyze and
follow up on the information collected, and research current operational projects and
“best of breed” technologies as well as industry standards to formulate a response.

¢. Formulate the written response — One (1) week to review technologies, operational
projects, follow-up and develop the deliverables:

1.
il.

Deliverable - Gap Analysis
Deliverable - Recommendations and Presentation

2. The Deliverables to Cover

a. Information from the current IT Infrastructure and systems to provide a detailed
understanding of the IT Architecture at Orange County and remote offices.
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Information collected from the meetings / interviews with the IT Support, Orange
County Department Heads and Administrators, management and business contacts /
power users and communicate the “pain points” with the current use of the IT
Infrastructure, the integration of the components and in addition, understand the
“pain points” currently recognized in the infrastructure and IT support.

Map out the current IT Architecture components, including but not limited to,
Microsoft Products, Email and associated products to manage Email data, Data and
Information Storage, Systems, Hardware and Software, LAN and WAN
communications between all the Orange County offices, data and tele-
communications, detailed networking and routing to those offices, the technology to
provide systems and data access to the offices, and create documentation, diagrams,
and notes for future review for decision making and recommending solutions.

Assess current IT Architecture and findings to determine the top 3-5 strategies /
projects that would most benefit Orange County’s IT Architecture, taking into
account a more “Enterprise” approach to providing systems, service and support as
well as the current operational plan for FY 2015-2017.

Stack rank and detail projects to provide a strategy for implementation; spelling out
the benefits, pros and cons, and critical need based on the “pain points” that it would
address in Orange County’s current IT strategy.

3. Documentation and Presentation (Document Development, Preparation Time and Delivery)

a.

Develop a written white paper based on the assessment, detailing the current projects
in the operational plan as well as recommendations for other projects that
complement the IT Architecture.

Document the current IT Architecture and configurations that reflects the current
baseline and associated “pain points” in the overall systems, service and support of
Orange County’s IT Architecture.

Detail the “pain points” as well as the impact to Orange County’s business when
providing IT systems, service and support.

Document any other findings that address staff to include support of those IT
systems and architecture.

Provide recommendations on improvements with a high level strategy, specific
projects and other service and support for implementing the recommendations for a
more Enterprise Approach.

Develop a presentation for Orange County Administrators and decision makers.

Morton Consulting





CUSTOMER RESPONSIBILITIES

The success of this project will require the involvement of Orange County technical personnel,
access to the customers’ data center / IT Architecture and associated infrastructure, as well as
access to a few “power users”, Partners, Department Heads, and other users of the systems that run
the business on a day-to-day basis. To help achieve a successful relationship, it will be the
customers’ responsibility to assist in the following:

1. Include a list of key personnel and contact information that would have knowledge of
existing systems and networks as well as the IT Staff that manages the architecture.

2. Provide access to information and documentation that will facilitate a detailed
understanding of the network, business systems, information life cycle, IT architectural
requirements, and company IT infrastructure configurations.

3. Provide access to the “internal process champion” that has the authority to approve any
projects or authorize work covered in the scope of this agreement and act as the executive
liaison for driving the cooperation and success of the project.

4. Provide access for collecting additional data and information during the discovery and
technical engineering and supervisory work, as required.

Morton Consulting






ORANGE COUNTY, VIRGINIA

OFFICE OF THE COUNTY ADMINISTRATOR

MAILING ADDRESS:
P.0O.Box 111
ORANGE, VA 22960

R. BRYAN DAVID
COUNTY ADMINISTRATOR

bdavid@orangecountyva.gov
PHONE: (540)672-3313
FAx:  (540)672-1679

PHYSICAL ADDRESS:
112 WEST MAIN STREET
ORANGE, VA 22960

MEMORANDUM
TO: Orange County Board of Supervisors
FROM: R. Bryan David, County Administrator

Nicola Tidey, E-911 Center Director
Stephanie Straub, Financial Management Specialist

DATE: January 5, 2016
SUBJECT: Public Safety Communications Network Project

At the December 1%t work session, the Board of Supervisors received from our consulting
engineers, Black & Vetch, a needs analysis and corresponding recommendations for this project.
Building upon the consultants’ work, a staff project team led by Nicki Tidey then presented a
supplementary analysis of the project to the Board of Supervisors at its work session on
December 15". A copy of the presentation is attached for your reference.

In addition to recommending moving forward with Alternative No. 3 for the communications
system as presented by Black & Vetch, the staff analysis included the directly related matters of
housing the new system as well as the consolidation of law enforcement dispatch with the E-911
center operations.

Based on the general discussion of Board members at the December 15" work session, staff has
tentatively identified the following four (4) project elements:

1. Public Safety Communications Network (including possible strategic partnerships with
Lousia and/or Fluvanna Counties)

2. Consolidated E-911 Center, Emergency Operations Center, and Public Safety
Operations Facility (including siting of facility)

3. Fiber Optics Network Deployment and Rural Broadband Service Initiative

4. Capital Project Financing Options and Operational Budget Considerations

Each of these elements are intended to give structure to timelines and tasks needed to undertake
a project of this scope. Staff is prepared to develop a preliminary outline of these timelines.

A more immediate decision is to initiate the procurement of professional consulting services to
design, procure, and install the public safety communications network project and its related
components. Another immediate decision is to better understand the space needs, phasing
options, and preliminary cost estimates for a consolidated public safety facility. A significant
degree of this work had been previously prepared by Wiley|Wilson. This information needs some
updating and better alignment with the current and future facility and operational needs of
emergency E-911 communications, the emergency operations center, law enforcement, fire/ems,
and information technology.





Memorandum to the Board
January 6, 2015
Page 2

Given the significant lead times and tasks associated with this work, it is advisable for the Board
of Supervisors to reach a consensus decision on some aspects of the project in the very near
term. The following recommended actions would begin work on the critical elements identified
above.

Notwithstanding these identified elements and under this construct presented, it is important to
note the Board of Supervisors may pursue other options and paths forward. Staff is presenting
the foregoing as one means of getting underway.

Recommended Action:

1. Authorize the preparation and solicitation of a Request for Proposals for public
safety telecommunication network design, consolidation, and project management
services.

2. Authorize the preparation Wiley|Wilson of a scope of work, budget, schedule, and
deliverables by to present assessment of space and site needs for a consolidated
public safety facility along preliminary cost estimates and phasing options.

3. Authorize the County Administrator to contact the Louisa and Fluvanna County
Administrators to determine the viability of potential partnership(s) in the areas of
capital design, procurement, and development of public safety communications
networks and/or operations and maintenance of such networks.

Attachment as noted.

cc: Mark Amos, Sheriff
John Harkness, Fire and EMS Chief
Mike LaCasse, Chief Deputy Major, OCSO
Kurt Hildebrand, Director of Public Works
Larry Clement, IT Manager





Emergency Radio
Communications System and
Location - Proposed Solutions

EMERGENCY COMMUNICATIONS SYSTEM PLANNING COMMITTEE

R. BRYAN DAVID (ADMINISTRATION), NICOLA TIDEY (E-911), JOHN HARKNESS (FIRE & EMS, EOC), MARK AMOS,
{SHERIFF’'S OFFICE), MICHAEL LACASSE (SHERIFF’S OFFICE), LARRY CLEMENT (IT), KURT HiLDEBRAND, (PUBLIC

WORKS), STEPHANIE STRAUB (FINANCE)






Definitions of Terms : _

- Emergency Operations Center (EOC): is a central command and control facility responsible for
carrying out the principles of emergency preparedness and emergency management, or disaster
management functions at a strategic level during an emergency

- Project 25 (P25): (P25 or APCO-25) is a suite of standards for digital radio communications for
use by federal, state/province and local public safety agencies in North America to enable them
to communicate with other agencies and mutual aid response teams in emergencies

-Domain Controller (DC): is a server that is responsible for allowing host access to Windows
domain (network) resources. The domain controllers in your network are the centerpiece of
corporate networks. It stores user account information, authenticates users and enforces
security policy for a Windows domain






Definitions of Terms

-CAD: Computer Aided Dispatch Software

-NW/Eagle/Zoll: Computer Aided Dispatch, Records Management, and Mapping Systems

- UPS: is a device that allows a computer to keep running for at least a short time when the
primary power source is lost

- R56: a set of guidelines that establish best practices for site design, development,
communication site building and installation, internal and external grounding, power sources,
and surge protection devices

- PSAP (911): Public Safety Answering Point. Currently the primary as ECC (Emergency

Communications Center) and secondary as OCSO (Orange County Sheriff’s Office)
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- Review of Current Communication Networks
- Review of Consultant Analysis 2007-2015

- Radio System Recommendations

- Location Options

- Summary
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Consultants Review, 2007-2015

- Virginia Information Technology Agency
> P25 System Needs Analysis Recommendation (Inadequate Number of Tower Sites & Capacity)

-Wiley Wilson (E911 Center)
> Options presented in 2013 (Gordon Building or Sheriff’s Office Redesign)

- Federal Emergency Management Agency
> EQC (Size, Location)

- Virginia Department of Fire Programs
> EQC, Fire & EMS Administration Location

- Black & Veatch (Emergency Communications System)
> Tower Capacity, P25 Compliance Needs, Coverage Ratios
> Recommended Options (Join Fluvanna System, Partner with Louisa, or New Orange System)






Consolidated Communication System &
Location Considerations

Necessary Requirements | Challenges

System Must Be Housed Timing

Critical Space Needs for Multiple Departments Coordination
(E-911, Sheriff’s Office, Fire & EMS, EOC, IT)

Reduced Duplication of Equipment, A/E, Prioritization of Needs
Consultant, etc.






Radio System Communications

Recommendations

Alternatives #1-2

- Replace radio systems with a standalone P25 VHF
radio system with a standalone master switch (core)

- Build a 5-site P25 VHF radio system in Orange County
and attach to the Fluvanna County P25 system master
switch (core)

- Limited geo-redundancy and economy of scale

Alternative #3 (Staff Recommended)

- Build a 5-site P25 VHF radio system in Orange County,
include a master switch (core), connect to the Fluvanna
County (core), collaborative procurement with Louisa
County

- Exceeds the goal of 95% reliability

- Improved coverage in 6 dB buildings

- Provides a redundant master site controller (core) for
backup

- Provides updated equipment to resolve the
obsolescence issue

- Provides the ability to reduce channel congestion

- Allows the County School System and other County
agencies to operate on a single common radio system

- Provides internal and external interoperability





Option 1: Gordon Building Redesign

Scoped by Wiley Wilson, Space Needs Not Met
2012 (E911, Sheriff’s Office,
Fire & EMS, IT, Fleet)
Least Cost Duplication of
Equipment/Products
Known Risks First Responder Safety
Concerns
Not Scalable

Not P25 Compliant

No Interoperability

Not Viable per BOS,

2012






Option 1

911 Offices

911/Fire &
EMS Dispatch






Challenges

EXISTING RS g : T Scoped by Wiley Wilson, Not Scalable
SHERIFF'S DEPT. ===z : % = o % 2013

EXISTING
DRAIN FIELD

SECURE PARKING ==key

S Recent Budget Figures Limited Use

EXPANSION

Meets Minimum Needs No Fiber Connectivity

-NEV‘,’g"ﬁg’EMS Uses Current Facilities & IT, Fire & EMS Needs
NEW ACCESS st ..
ROAD TO BURN % Land Severely Limited
BUILDING o






Option 2

Fire/EMS
Command 911 Offices
Offices

911/Law/
Fire & EMS
Dispatch

Sheriff
Command
Offices

IT Data
Architecture






Public Safety Communication System Components

Communications System C1057 2018

Public Safety Facility (E911, Fire & EMS, Sheriff’s Office, EOC, IT, Fleet C1034 2018-2019

Maintenance)

Radios & Pagers C1035 2018-2019

CAD Upgrade, New CAD Systems, Record Management System C1112 & C1120 2018 & 2018

CAD Workstations C1075 2018

Public Safety Servers C1091, C1073 2018, 2019, 2020

IT Equipment C1079, C1077, 2022, 2021
C1040

Sheriff’s Office Parking Lot Repair C1090 2018






Option 3: Consolidated Operations
Center

' E Flexible & Scalable Over Unknown Location
Time

Secure Planning

Possible OCPS Career Time
Technical Education

Opportunities
Possible Fleet Consolidation/Moving
Maintenance Use Challenges

(Sheriff, Fire & EMS,
OCPS, County)

Prediction/Containment
of Future Expenses






Option 3

Fire & EMS
Command
Offices

Fleet

Maintenance

Bays

Fleet Offices
OCPS CTE
Training,
Staff
Training

911 Offices

911/Law/
Fire & EMS IT Offices
Dispatch

Scalable for Future Need

Sheriff
Command
Offices &

Storage

IT Data
Architecture






Enhanced/Integrated Public Safety Communication

Response

Co-location of Public Safety Command Leadership (Law, X X
Fire & EMS, Communications)

Unified Planning, Architecture, & Engineering X
Uniform Software/Hardware/Licenses (CAD, RMS, etc.) X X
Space Allocation/Use X
IT Infrastructure & Maintenance X
IT Architecture/Networking Maintenance Time by Staff X
Utilities/Building Maintenance X X
Inventory Assessment, Maintenance, and Replacement X






Board of Supervisors
Discussion & Guidance






